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I. Introduction: The Evolving Threat Landscape 

Vehicle crime in South Africa is no longer just about theft; it's about sophisticated identity 
fraud used by organised syndicates. These criminals aim to strip a vehicle of its original 
identity and "re-birth" it as a legally documented vehicle, often through the process of 
cloning or dismantling for parts. 

This document provides a comprehensive analysis of the primary threats facing South 
African vehicle owners and demonstrates how the legally mandated Microdot system, fitted 
by Microguard, acts as the definitive deterrent and forensic countermeasure. 

 

II. Key Concepts and Threat Vectors 

The threat to your vehicle is two-fold: Physical Theft and Identity Theft (Cloning/Re-
birthing). 

1. Threat 1: Physical Identity Tampering 

This is the traditional method used by "chop shops" to defeat a vehicle’s official identity. 

• Vehicle Identification Number (VIN) Plates: The main VIN plate and other visible 
markings are either filed off, stamped over, or entirely replaced with plates from a 
similar, legally registered vehicle. 

• Engine Number: The number stamped onto the engine block is ground down and a 
new, fraudulent number is stamped in its place. 

• The Flaw: By tampering with just a few primary identification points, criminals can 
create a seemingly clean, legitimately registered vehicle that is indistinguishable to 
the average buyer or even an unequipped official. 

  



 
 

 

2. Threat 2: Cloning and Re-birthing (The Highest Risk) 

"Cloning" is the act of giving a stolen vehicle the identity of a legally operating vehicle of the 
same make, model, and colour. 

Technique Description Risk to Owner 

The 'Write-
Off' Scam 

Syndicates purchase the 
legitimate registration papers 
(logbook) and VIN from an 
accident-damaged vehicle that 
has been officially "written off." 

The identity is transferred onto 
a stolen car. The original 
owner's identity and 
documents are now being 
used to commit fraud. 

The 
'Dormant 
File' Scam 

Criminals use corrupt officials to 
access the records of vehicles that 
were manufactured or imported 
but never properly registered (e.g., 
vehicles exported overseas). 

A stolen vehicle is registered 
using the clean "dormant" 
details, making it appear 
legitimate on the eNaTIS 
(National Traffic Information 
System). 

The 'Parting 
Out' Threat 

A stolen vehicle is immediately 
stripped for high-value parts 
(engines, gearboxes, control units, 
body panels). 

These parts are virtually 
untraceable and sold through 
legitimate-looking channels, 
making recovery of the 
vehicle's value almost 
impossible. 

 

III. The Microdot Mitigation Strategy 

Microdots are not an alarm or a tracking device; they are an identity marker that addresses 
the core of the criminal business model: the need for untraceable identity. 

1. The Microdot Advantage 

The system applies up to 10,000 microscopic polyester dots to approximately 70-100 
different locations on a vehicle and its major component parts (engine, gearbox, body 
panels, etc.). Each dot is smaller than and is etched with the vehicle’s unique Microdot PIN 
(or VIN), visible only under specialised magnification. 



 
 

 

Microdot 
Feature 

Mitigation of Criminal Threat 

Pervasiveness 
(dots) 

Defeats Tampering: It is humanly impossible to locate and 
remove all 10,000 dots without causing obvious, irreversible 
damage to the component. 

Forensic 
Traceability 

Defeats Parting Out: Every major part retains the vehicle’s 
identity. Police can use a single recovered fender or engine block 
to identify the source vehicle. 

National 
Database Link 

Defeats Cloning: The microdot PIN, visible on the vehicle, is 
registered on the national database, providing a third, irrefutable 
layer of identity check alongside the VIN and engine number. 

Deterrent 
Sticker 

Reduces Theft Risk: Vehicles displaying the Microdot sticker 
are known as "contaminated" and are actively avoided by 
syndicates, leading to a demonstrable increase in recovery rates 
for microdotted vehicles. 

2. Legal Enforcement & Compliance 

The microdot system is the only statutory vehicle marking system in South Africa, providing 
law enforcement with the legal tool to verify identity. 

South African 
Legislation 

Relevant 
Section/Regulation 

Threat Mitigation Mandate 

National Road 
Traffic Act 
(NRTA) 

Regulation 56(1A) 

New Vehicle Requirement: Mandates 
that every vehicle registered for the first 
time in South Africa on or after 1 
September 2012 must be fitted with 
microdots compliant with SANS 534-1. 
This ensures all new vehicles are born 
with a secure identity. 



 
 

 

South African 
Legislation 

Relevant 
Section/Regulation 

Threat Mitigation Mandate 

NRTA 
Regulations 

Regulation 337B(2) 

Police Clearance Requirement: Forces 
owners of re-registered or modified 
vehicles (e.g., restorations, engine 
changes, recovered vehicles) to have 
microdots fitted before a Police Clearance 
Certificate is issued. This closes the 
identity-laundering loophole. 

Second-Hand 
Goods Act, 
2009 

Section 21 

Dealer Accountability: Requires all 
registered motor vehicle dealers to record 
the microdot information in their register 
for every second-hand vehicle they 
acquire or sell, making the failure to check 
for microdots a criminal offence. 

 

IV. Conclusion: Securing Your Investment 

Vehicle identity theft is the true high-value crime in the South African automotive sector. 
Without the legally compliant protection offered by Microdots, your vehicle is vulnerable to 
being stolen, stripped, or illegally re-registered, placing you at risk of permanent financial 
loss. 

Microguard Fitment Centre is an accredited provider, ensuring your fitment is compliant 
with SANS 534-1 and correctly registered on the national database. 

Secure your vehicle’s legal identity today and remove the incentive for theft. 

Contact Microguard Fitment Centre for mandatory compliance: 

Tel: 062 042 0867 | www.mfcmp.co.za 


